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Purpose  
 

Yeshiva University (“YU” or the “University”) provides various technology resources, including 

computers, Internet access, email, and telephones (including smartphones), to the University 

mailto:abuse@yu.edu
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health insurance identification number or condition), 

account numbers, certificate or license numbers, 

vehicle identifiers and serial numbers (including 

license plate numbers), device identifiers and serial 

numbers, biometric identifiers (including finger and 

voice prints), and photographs.  Personal Information 

may relate to any individual, including University 

students, administration, faculty, staff, officers, 

trustees, committee members, overseers, consultants 

and individuals associated with students, faculty, staff, 

consultants, vendors and other third parties.  

Technology 

Resources 

Consists of all University-owned personal computers 

and workstations, including notebook and laptop 

computers; peripheral equipment such as monitors, 

keyboards, mouse, printers, telephone equipment; 

smartphones; computer software applications and 

associated files and data; direct (wired and wireless) 

and remote access to the University’s network; and 

access to outside sources of information such as the 

Internet.   

University 

Community 

All University administration, faculty, staff and 

students. 

User(s) All University administration, faculty and staff 

(including student employees), as well as volunteers 

and interns, with access to Technology Resources.   

Yeshiva University 

Information 

Any information that is collected, used or maintained 

by the University.  Yeshiva University Information 

includes all Confidential Information or Personal 

Information (including Highly Sensitive Information). 
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personal data) in a reasonable manner, provided such use does not conflict with any 

purpose or need of the University.   

• send and receive necessary personal communications through email (to the extent not 



https://yuad.sharepoint.com/sites/ITSPortal/SitePages/IT-Policies.aspx
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• P
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directly to other computers in order to transfer files between the systems directly, without 

the need for centralized storage of those files (for example, on centralized servers).  P2P 

software, 
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• 
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• only removing Confidential Information and Personal Information from the University’s 

offices when it is necessary and relevant to perform job responsibilities, or otherwise for 

allowable business purposes, and then only if it is password-protected and/or encrypted 

as described below; 

• not using Confidential Information and/or Personal Information for unauthorized 

purposes and not permitting them to be used for unauthorized purposes;  

• properly disposing of Confidential Information and/or Personal Information in a manner 

that is commensurate with the degree of risk posed by any disclosure of such 

information (e.g., ensuring that SSNs are disposed of to make them unreadable, such as 

by wiping or shredding electronic media that contain SSNs); and  

• notifying abuse@yu.edu if a User believes electronic records containing Confidential 

Information and/or Personal Information has been obtained or accessed by an 

unauthorized person.  

Each User’s obligation to safeguard electronic records containing Confidential Information and 

Personal Information extends to all situations in which a User may handle such information, 

including when the User is working remotely or otherwise away from the University’s offices.    

In addition, Highly Sensitive Information should not be stored on portable or removable 

devices, including laptops, unencrypted USB drives, unencrypted removable drives or portable 

media (e.g., CDs and DVDs).  If there is a business purpose to store Highly Sensitive Information 
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3) The transmittal text includes a warning to the recipient that the material contains 

Confidential Information and/or Personal Information, and is the property of YU, 

and 

4) With respect to Highly Sensitive Information, the transmittal text also include a 

specific statement of why the recipient is receiving it, what they may do with the 

information, and to whom, if anyone, they may disclose it.  

As may be requested by the University, Users should provide authorized personnel of the 

University with access to any such encrypted or password-protected information.    

Related Policies in this Handbook:  

Technology Resources and Data Disposal  

Remote Access  

Work Outside of Yeshiva University’s Premises 

Laptops and Portable Devices  

See also: ITS Encryption Policy 

 

Physical Security of Technology Resources  
Users must ensure that all Technology Resources (desktop computers, monitors, laptop 

computers, printers, phones, etc.) that are assigned to or regularly used by them are 

maintained and used by them in a manner consistent with their function and such that the 

possibility of damage and/or loss is minimized.  

https://yuad.sharepoint.com/sites/ITSPortal/SitePages/IT-Policies.aspx


https://yuad.sharepoint.com/sites/ITSPortal/SitePages/IT-Policies.aspx


https://yuad.sharepoint.com/sites/ITSPortal/SitePages/IT-Policies.aspx
https://yuad.sharepoint.com/sites/ITSPortal/SitePages/IT-Policies.aspx
https://yuad.sharepoint.com/sites/ITSPortal/SitePages/IT-Policies.aspx
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Users should not construct passwords that are identical or substantially similar to passwords 

that they have previously utilized.  

Different system accounts should have different passwords.  User IDs and/or passwords must 

not be written down and not kept within the general area of the computer.  Users may not 

utilize internal passwords or substantially similar passwords on external systems (i.e., websites, 

web-based email, etc.).  

A User must promptly change their password if the password is suspected of being disclosed or 
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permanently disabled.  All hardware must be disposed of through approved electronic 

equipment recyclers.   

Moreover, Users shall not repair Technology Resources themselves, but must give to ITS, and 

ITS will have all Confidential Information and Personal Information thoroughly removed from it 

or securely and permanently disabled befor
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Related Policies in this Handbook:  

/hr/policies
/hr/policies
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Technical Security  
University-owned laptops and portable devices should be password-protected with device 

https://yuad.sharepoint.com/sites/ITSPortal/SitePages/IT-Policies.aspx
mailto:infosec@yu.edu
https://yuad.sharepoint.com/sites/ITSPortal/SitePages/IT-Policies.aspx
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Related Policies in this Handbook:  

Information Security & Technology Resources  

Physical Security of Technology Resources  

Anti-Virus Protection 

Remote Access  

https://yuad.sharepoint.com/sites/ITSPortal/SitePages/IT-Policies.aspx
https://yuad.sharepoint.com/sites/ITSPortal/SitePages/IT-Policies.aspx
https://yuad.sharepoint.com/sites/ITSPortal/SitePages/IT-Policies.aspx
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Internet Access and Use  
Each User is responsible for ensuring that their use of YU's Internet access is consistent with this 

Handbook, any other applicable University policy, and appropriate business practices.  All 

access to the Internet should use University-supported browsers.  

The University may review Internet use, including the amount of time spent on the Internet and 

sites visited, at any time, for any purpose.   

Users should be mindful that Internet sites they visit collect information about visitors.  This 

information will link the User to YU.  Users may not visit any site that might in any way cause 

damage to YU's image or reputation.  

Internet sites containing pornography, sexist material, racist material, obscene material, pirated 

software, or any other inappropriate material may  not be accessed without the express 

authorization of  ITS.  Further, Internet access shall not be used for any purpose in violation of 

any law, rule or regulations.  

In addition, without the prior approval of ITS, Users may not:  

• Change any YU browser security settings;   

  

• Use Technology Resources to deliberately propagate any virus, worm, Trojan horse, 

trap-door program code or any unauthorized Internet service;  

  

• Download files from the Internet, including web browser add-ins or other such software 

providing search bars, weather, and screensavers.    

Users should be aware that much of the material available on the Internet is copyrighted or 

trademarked.  Other than viewing publicly available material, Users may not use any material 

found on the Internet in any manner without first establishing that such use would not be in 

violation of a copyright, trademark or other intellectual property and proprietary rights.  

 

Related Policies in this Handbook:  

Using Technology Resources  

Installation and Use of Software 

Use of Copyrighted Material  

Electronic Mail (Email) 

See also: Yeshiva University Harassment Policy and Complaint Procedures  

 

/hr/policies
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Willful copyright infringement can also result in criminal penalties, including imprisonment and 

fines. 
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